
Case: Hood_Capstone 
Date Warrant Executed: 2024/04/20  

Location: Orem, UT 84057  

 

Devices Seized 
1 Kali Box 

1 Windows Computer 

 

Chain of Custody 

Kali box  

Imaged on scene 2024-04-20 15:18. The machine was imaged by Christopher Hood on scene using 

the DD command with the OF: An external hard drive (T7Shield). T7Shield remained with 

investigator back to the station where the image was copied for data integrity. The copy is on the 

Investigators computer HDD. Autopsy was run and a case was created. Case name: Capstone. DD 

image was added to the case and ingest modules commenced 2024/04/21 14:00. 

Windows Computer  

Imaged in lab 2024-04-22. Machine was imaged by Christopher Hood using a password found on a 

sticky note in suspects apartment. FTK imager was added to the machine and imaging commenced 

at 14:07 MDT. Through the investigation there were traces of email used. A warrant was obtained 

for email communications from the email ralphdenizen@gmail.com. Gmail warrant issued 2024-04-

23. 

 

Device Details 

Kali 

MD5: 09de2a51047c0b921e4ad28e6c478e27 

Size: 85.9Gb 

Users: Kali (Default), Ralph. Both have root access. 

Install Date: 2024-04-06 

Time Zone: MDT 

mailto:ralphdenizen@gmail.com


Windows 

MD5: ce966b5b1145185b62922e791cef4b12 

Size: 161Gb 

Users: Ralph Denizen 

OS: Windows 10 Pro 

Install Date: 2024-03-22 

Time Zone: MDT 
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Investigation 

Media 

2 images were found on the Kali Box. The are photographs of $100 bills on a table. One of them 

contains some burglary tools and a credit card reader. 

 

1 mp4 file was found in the emails that contained a conversation between Ralph and a 3rd person. 

From the email it appears that Ralph altered his voice, but the other person’s voice was unedited. 

The mp4 file is on the case flash drive. 

Documents 

1 document was found on the user Ralph in the Kali box in the music folder titled “lostit.txt” It 

contained the password to his Gmail account, and might be used for other documents that are 

encrypted.  

 

There was a file that had a mismatched file extension with a Company name and some text that 

appears to be password requirements. 



 

Another mismatched file contained ATM locations in Utah County with notes on the locations with 

what appears to be frequented locations that should be examined. 

 

A 3rd mismatched document appears to be a .txt file but is an xls file containing 750 credit cards, 

names, and CVV numbers. The document is titled CC1stBatch. The creator is a Christopher and the 

document was downloaded on 2024-04-06 from an email sent from Christopher Hood. Because 

there is email communications and nothing on the image, a warrant was issued to Gmail to release 

his account to us. 

 

The encrypted 1stBatch.ods.cpt file on the Kali box contained 1750 credit cards with names and 

CVV numbers. 750 of them were the same as the CC1stBatch mismatched file. With some 



pentesting tools the password was cracked in a Kali Linux Forensic Machine. The password was 

RalphH@cks. The document was double encrypted with the ccrypt tool and a password through 

libreoffice, an application similar to Excel for Microsoft. The document was created on 2024-04-06 

and edited on 2024-04-18. How the data was acquired was not found. 

 

The other encrypted document was a .txt file that had a little further information about some of the 

ATMs. 

 
 



Emails 

Christopher Hood (not the same as the investigator) is associated with 

firefighterhood20@gmail.com 

Ralph’s email is ralphdenizen@gmail.com 

Harry’s email is harrybellskin@gmail.com 

Ralph emailed Christopher requesting the password structure for a company called Can’t Hack Inc. 

Christopher responded with some characters presumably the structure for passwords in the 

company, and told Ralph he would craft a website. This appears to be tied to the mismatched file 

title CantHackInc. Potentially setting up for the social engineering toolkit and setting up a phishing 

campaign. Can’t Hack Inc should be reached out to. 

 

Ralph messaged Christopher telling him to download TOR to get to a secure website for data 

transfer. No files appear to be downloaded around this time frame. 

 

mailto:firefighterhood20@gmail.com
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Ralph let Christopher know he set up his Kali box. He also asked for encryption methods. No PGP 

key was found on any seized evidence. 

 

Christopher sent Ralph a confidential email with a document that Ralph said he wasn’t able to see. 

The CC1stBatch.xlsx file was sent and Ralph downloaded it then changed the file extension. 

 

Ralph ran into issues with the SEToolkit which corresponds to the search history. Christopher 

seemed to get upset at Ralph. Christopher seems to be in charge of the operation, and should be 

reviewed. From this email and the prior one with the Credit Card numbers there is enough evidence 

to obtain a warrant for Christopher. 



 

The “new song” was an mp4 file with Ralph and another person talking about a card reader and 

paying $100 for 10. 

 

Ralph had a 3rd person to help him. Around this time he created a slack channel and Harry joined 

that channel. A warrant should be obtained for slack messages, and the focus should be seeing 

Harry’s involvement. From the last response on this thread Christopher got Ralph into these 

criminal activities and should be investigated as well. 



 

 

Suspicious Applications 

The Onion Router (TOR) was downloaded on the Windows machine. It was frequently visited. The 

browser does not save local data but is frequently used for connecting to websites on the dark web. 

The browser was downloaded 2024-03-26 

 

VirtualBox was downloaded on 2024-03-22 but no VM’s were found on either machine. 



 

Search History 

User Ralph searched on 2024-04-06 for a solution to setoolkit a Kali command line application that 

assists in phishing campaigns. Furthermore, the user searched for setting up their own server for 

open relay and SMTP servers. This is used for creating your own email domains and servers so that 

a user can modify email addresses and redirect traffic to a dedicated server. This can be used in 

creating a phishing campaign and collecting data on a server. 

 

On 2024-04-06 User Ralph looked up TOR browser which is commonly used to connect to the dark 

web and websites that require a .onion url and anonymity. Note, the windows computer has TOR 

downloaded, the Kali box did not. 

 

User Ralph on the Kali box searched for credit card skimmers, credit card makers, credit card 

printers with chip, program credit card chip, and went to amazon.com looking to purchase 100 pack 

of blank credit cards with a chip and the magnetic stripe on 2024-04-06. 

 

On 2024-04-18 User Ralph searched how to salt a file and encrypt files on Kali Linux. He alsos 

searched the Kali utility ccrypt which is a tool to encrypt/decrypt files on Kali. This is consistent 

with a few documents that have mismatched extensions that are the results of the ccrypt function 

when used. Analyzing the image for the password. 

 

On 2024-04-20 at 15:07 a few minutes before the warrant was executed the user Ralph looked up 

timestomper an application used to change dates and times of metadata in files. It does not appear 

that any of the files metadata has been changed in regards to time accesses, changed, created, but 

examiner is evaluating the potential for this. 

 

  



Expert Witness Report 

Executive Summary of Findings 

Detectives consulted Digital Forensic Examiner Christopher Hood on creating a warrant for Ralph 

Denizen with fraudulent activities with credit cards. Examiner Hood executed the warrant and 

imaged the devices found on scene. Through examination, evidence was found on activities pointing 

to printing credit cards, fraudulent use of those cards, and conspiracy to commit fraud. Email 

communications and work chats were used in collaboration with a Christopher Hood and a Harry 

Bellskin. Search history shows potential locations for ATM use and points to locations for further 

examination. Further warrants for investigating Ralph’s cellular device is requested, as well as 

warrants for coconspirators Harry Bellskin, and Christopher Hood. 

Conclusion 

From the evidence presented, Ralph Denizen appears to have committed fraud by working with a 

partner to gather credit card information and then using that information to print credit cards and 

use those cards in stealing money from ATM’s in the Orem/Provo area. Christopher Hood 

provided 750 credit card numbers, names associated with, and CVV numbers. ATM’s were searched 

for, and notes were taken on each location. Ralph attempted to hide these activities on his devices 

and encrypt files to prevent investigations. There is an encrypted file that we were unable to crack 

through a Kali Forensic Machine using some pentesting tools and the ccrypt tool. The encrypted file 

had an additional 1000 credit card numbers on it, the origins of that file were not found as the 

metadata did not reveal information other than the creation of the document. We put the file in a 

Kali box and used the ccrypt function with the password found in the lostit file and found 1000 

more credit card entries. Money was distributed to Christopher Hood and Harry Bellskin and the 

evidence was found on emails and slack chats. 


